RACF ID/DB2 PASSWORD CRITERIA

· Passwords must contain at least one number.

· Passwords must contain at least one letter from the alphabet.

· Passwords must contain at least one of the following special characters:  @,  #, or $.  No alternate symbols will be allowed.

· Passwords must be exactly 8 characters in length.
· Passwords should not consist of names, words in any language, or information pertinent to a user’s personal information. 

· Passwords cannot be reused for 12 months.
· Access to CRIS will expire after 35 days of inactivity.  
Note: Users will be prompted to change their password every 30 days.  Users should change their password IMMEDIATELY if they suspect someone else knows it.

